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Abstract—IPv6 network peripheries serve as the last-hop
routing devices connecting customers, making the rapid discovery
of periphery addresses crucial for Internet security and network
measurement. Traditional IPv6 scanning methods, based on
target generation algorithms (TGAs), often fall short due to
mismatches between the patterns identified by TGAs and those
inherent in IPv6 periphery addresses. To address this, we intro-
duce Pruning-as-Scanning (PaS), a novel IPv6 scanning approach
designed for fast global IPv6 periphery address discovery. Unlike
previous methods, PaS initiates scanning from the entire IPv6
address space without relying on seed datasets. It systematically
probes IPv6 Internet prefixes from the shortest to the longest,
similar to a hierarchical search, while discarding those irrelevant
prefixes (and sub-prefixes), i.e., space pruning. This reduces the
complexity of searching the entire IPv6 address space, allowing
comprehensive measurement of IPv6 endpoint subnets where
periphery devices are installed. We implemented an asynchronous
scanner prototype based on this principle. Real-world tests
demonstrated that PaS outperformed existing methods in both
probing scale and the number of identified periphery addresses.
Our approach achieved the first comprehensive, global-scale IPv6
network periphery discovery, uncovering over 712 million IPv6
periphery addresses using 33 billion probe packets, averaging 4
million addresses per hour at an uplink of 50 kpps, significantly
expanding the IPv6 address corpus.

Index Terms—IPv6, Internet-wide Scanning, Network Mea-
surement, Network Security

I. INTRODUCTION

IPv6 network peripheries are the last-hop routing devices
connecting end-user subnets [1], [2], including various net-
work entities. They can encompass smartphones, tablets, lap-
tops, and other cellular network wireless devices, while ac-
cessing the IPv6 Internet via LTE or 4G wireless connections
where their 3GPP interfaces are extended to a LAN link. Upon
connecting to a wireless base station, those cellular hosts will
shift from host-only to router-and-host mode, thereby enabling
routing functionality [3], [4] Additionally, IPv6 peripheries can
also be the modems, routers, switches, wireless access points,
set-top boxes, VoIP phones, IoT devices, and other gateway
equipments that are installed at a customer’s location [5], [6]

IPv6 peripheries play a vital role in the architecture of the
IPv6 Internet and hosts the essential functions for maintaining
network operations, such as packet forwarding, traffic filter-
ing [7], and system provisioning [5]. As a result, efficient
discovery of the IPv6 periphery addresses has been proved to
deliver significant benefits to numerous research areas. These
areas include but are not limited to, network asset censuses [8],
privacy leakage detection [9], IP address geolocation [10],

cybersecurity intelligence reconnaissance [11], [12], and mea-
suring remote networks through side-channel methods [13].
As such, there is a compelling incentive to advance research
efforts in the IPv6 periphery discovery. However, the definitive
truths in IPv6 networks, as discussed below, makes this task
complicated.

Traditional TGA-based approaches cannot be compati-
ble. Over the past decade, numerous remarkable works have
been delicated in IPv6 target generation algorithms (TGAs) for
searching the active addresses [14]–[21] Nevertheless, when
applied to the IPv6 periphery discovery, those traditional TGA-
based approaches could commonly encounter challenges. The
fundamental issue lies in the distinct addressing patterns of
IPv6 peripheries while compared to the clustered distributions
of active IPv6 addresses assumed by TGAs, as shown in Fig. 1.
In short, TGA-based approaches consider the addresses similar
to a known active address (e.g., with merely few discrepancies
of nibbles) more likely to respond when probed. We will show
that IPv6 periphery addresses prevalently exhibit “irregular”
last 64 bits (namely Interface Identifiers), and discovering
these IPv6 periphery addresses can significantly enrich the
IPv6 address corpus (see § V-D). These discrepancies of
address patterns render traditional TGA-based approaches,
which rely on generating potential targets from known active
addresses (seeds), less effective for IPv6 periphery discovery.

Existing topology-based approaches lack scalability.
Considering that IPv6 peripheries constitute the last-hop rout-
ing connections to end hosts, some researchers try to locate pe-
riphery addresses based on network topology insights [1], [2].
Specifically, they utilized the scanning tools like ZMap [22] or
Yarrp [23] for exhaustively dispatching probe packets towards
endpoint subnets, so as to provoking the indirect responses
from the periphery device maintaining those subnets. From
these responses, researchers can then extract the periphery
addresses. However, the vast IPv6 address space, which en-
compasses 2128 unique addresses and 264 endpoint subnets of
the longest prefix /64 [24], [25]. The computational resource
required to scan each possible subnet is prohibitive, potentially
spanning millions of years at an uplink of 100,000 packets per
second.

At first glance, we can neither employ the seed addresses
to narrow the search scope like the TGA-based approaches,
nor afford the time and bandwidth resources consumed by
brute-force scanning strategies. This raises the question: Does
conducting the Internet-wide IPv6 periphery discovery hold
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viability? Our answer is positive.

2001:1234:5678:9abc::3a9f
2001:1234:5678:9abc::5e14
2001:1234:5678:9abc::b7c2
2001:1234:5678:9abc::d8f6

seed addresses

2001:1234:5678:9abc::****
(4 known addresses, 65532 candidate targets)

addressing pattern mining

Common practice of TGA-based approaches

2001:1234:5678:5f00:0dff:76a8:854c:2b55
2001:1234:5678:5f04:5dcc:a626:fbb0:15d0
2001:1234:5678:5f0a:0809:03ff:fe99:9e3f
2001:1234:5678:5f19:7ca3:c2b8:ce5d:1407
2001:1234:5678:5f1b:d449:a9ff:fe1d:7c86
2001:1234:5678:5f22:f937:9cce:ac11:8fd6
2001:1234:5678:5f2a:f4ba:7368:e7cb:b2bf
2001:1234:5678:5f2c:36b9:019b:f797:311c

Typical periphery addresses

Differences in Addressing Patterns

Irregular suffixes
(Interface Identifiers)

Fig. 1: Irregular address patterns of IPv6 peripheries are
incompatible the common practices of TGA-based approaches.

Subnet

á

Vantage Point

Å

Internet
IPv6 Periphery

á

probe’s destination

Step 1. Sending an ICMPv6 Echo Request #
to randomly-generated address within IPv6 end-host subnet

Step 2. Receiving an ICMPv6 Error Message .

from the IPv6 periphery device

#

.

#

.
×

randomly-generated address
within the subnet

Fig. 2: Process of IPv6 periphery discovery. The prober at the
vantage point sends an ICMP Echo Request to a randomly-
generated target within the endpoint subnet. As the IPv6 pe-
riphery device cannot forward the probe packet to its intended
destination, it drops the packet and responds with an ICMPv6
error message to vantage point, thus exposing its own address.

To this end, we propose Pruning-as-Scanning (abbr., PaS),
an innovative approach to comprehensively discover the IPv6
network peripheries on a global scale. At its core, PaS simply
needs to send packets to random targets in end-point subnets,
observe the IPv6 periphery addresses (sources) by receiving
indirectly responding packets as shown in Fig. 2 - and no more
than that. However, the key challenge solved by PaS is how to
effectively dispatch the probes to those subnets across the vast
address space (nearly 2128). We will show that endpoint sub-
nets are distributed very sparsely, and a considerable amount
of IPv6 address space remains unallocated to end-users (see
§ V-A), rendering attempts at probing these unused networks
in vain.

The implementation of PaS is straightforward and intuitive:
step-by-step examination of the networks from short IPv6
prefixes (e.g., every /32s) to long IPv6 prefixes (e.g., every
/64s), while simultaneously discarding those network prefixes
(and subprefixes) which remain unallocated to end-users. This

pruning strategy can conserve a significant amount of probing
resources, thus making it feasible to exhaustively probe all the
IPv6 endpoint subnets with negligible dead ends. To achieve
appropriate pruning, PaS creatively introduces the concept of
the “fingerprint of prefix”. See § III-C for how PaS uses the
“fingerprint of prefix” as an indicator to reduce the search
scope of Internet-wide IPv6 periphery discovery, and therby
make the impossible possible.

The main contributions of the paper could be summarized
as follows:

• We introduce fingerprint of prefix, a novel metric for
ascertaining the status of an IPv6 prefix, specifically
whether a given IPv6 prefix is allocated to end-user
networks or remains unused. Additionally, we offer a
theoretical analysis demonstrating the low likelihood of
this metric being incorrect.

• We propose Pruning-as-Scanning (PaS), a new IPv6
scanning technique for periphery discovery. By taking
our fingerprint of prefix as pruning indicator, PaS can
exhaustively probe all the IPv6 endpoint subnets with
minimal omissions, thus enabling it to enumerate the IPv6
network peripheries across the world. To the best of our
knowledge, PaS is the first to accomplish this task.

• Using PaS’s principle, we developed an asynchronous
IPv6 scanner prototype that can rotate the header fields
of each IPv6 probe packet and disperse probing traffic.

• We performed a thorough Internet-wide active measure-
ment of IPv6 peripheries, using 33 billion probe packets
over a 10-day duration. As a result, PaS discovered
712 million unique addresses, significantly expanding the
IPv6 address pool. Comparison results demonstrated that
PaS outperformed all existing approaches in both the
breadth of its probing scale (from limited to global) and
the number of identified periphery addresses (from seed-
assisted 64M to self-supported 712M).

II. BACKGROUND AND RELATED WORK

A. Addressing and Routing in IPv6

IPv6 addresses are 128 bits. Each consecutive 4 bits have
a hexadecimal representation called a nibble. Within an IPv6
unicast address, the 128 bits are conceptually segmented into
two parts: the upper 64 bits are utilized for routing, namely
network prefix, while the lower 64 bits describe a specific host,
namely interface identifier (IID).

In IPv6, any network can be represented into a “prefix”.
The text representation of IPv6 address prefixes is similar to
the way IPv4 address prefixes are written in Classless Inter-
Domain Routing (CIDR) notation [24]. For example, the 48-
bit prefix 200112345678 (hexadecimal) can be written into
2001:1234:5678::/48.

All IPv6 routing protocols are designed to support pre-
fixes of any length. Hardware and software of routing and
forwarding should impose no rules, but implement “longest-
match-first” on prefixes of any valid length in its Forwarding
Information Base (FIB) [26]. This clearly dictates:
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Observation 1: IPv6 packets destined for any addresses
within a same prefix will be routed to the same next-hop
router1.

The addressing boundary of end-users subnets has been
defined as /64, due to the necessity of reserving a 64-bit
capacity for Interface Identifiers (IIDs). Thus, this explicitly
indicates:

Observation 2: A single probe is sufficient for each network
of a /64 prefix as probing multiple sub-prefixes within the same
/64 is highly unlikely to yield different periphery devices.

It’s worth noting that, although probing a /64 network’s pe-
riphery seems challenging without pre-known active addresses
to trace the last-hop to the destination, the implementation in
our measurement is straightforward, as illustrated in Fig. 2:
Since any destinations within a /64 will be directed to its
periphery device (if one exists), we simply need to generate
targets within a /64 with randomized IIDs and send a probe
destined for these targets to accomplish probing of this end-
user subnet. Because, the periphery device cannot route the
probe packet to its destination, which is almost certainly inac-
tive2. As a result, periphery device will respond with ICMPv6
error messages3, inadvertently exposing its addresses [27].

B. IPv6 Target Generation

Due to the vast address space, IPv6 scanning cannot be
realized in a brute-force manner like IPv4 scanning. Currently,
IPv6 scanning solutions commonly focus on target generation
approaches that use known IPv6 addresses to deduce new
active addresses.

Ullrich et al. [14] introduced a pattern-based recursive
algorithm designed to incrementally add more seeds for
scanning with each iteration across a flexible address range.
Entropy/IP [15] utilizes the structural information of seeds
to create target addresses for scanning. 6Gen [16] employs
an agglomerative hierarchical clustering (AHC) algorithm,
using each seed as a cluster center to create target addresses
while ensuring maximum seed density and minimum scale.
Conversely, 6Tree [17] adopts a divisive hierarchical clustering
(DHC) algorithm to construct a spatial tree based on the
seeds’ structure, which segments the IPv6 address space into
manageable nodes/subspaces. 6Gen and 6Tree then scan target
addresses within each node for discovery of active IPv6
addresses. Based on the above insights, numerous machine
learning models have been trained on seed addresses in
order to generate candidate addresses for active measurements,
using reinforcement learning [19], generative adversarial net-
works [28], graph theory [29], ensemble learning [20], and
bidirect hierarchical clustering [21].

It can be easily summed up that these TGA approaches
share a fundamental process of address pattern mining, which
implicitly introduces the assumption: targets sharing the same
address pattern as known active IPv6 addresses have a higher
likelihood of responding to probes. However, this hypothesis

1More precisely, a group of next-hop routers, due to the load balancing.
2Probability of hitting an active addresses is negligible in a /64.
3Consistently referred to as indirect responses throughout the paper.

is challenged by the significant distinctions among IPv6 pe-
riphery addresses which we will show.

C. IPv6 Periphery Discovery

IPv6 periphery devices are the last-hop routing infrastruc-
ture connecting end-users. To discover these devices and their
addresses, Edgy [1] traces one random target within specific
prefixes, such as /56 or /60, to identify the last hops in the
route path. Li et al. [2] explored IPv6 periphery discovery
by leveraging the behavior of some routers to respond to
packets addressed to non-existent devices within their subnet
with ICMP Destination Unreachable messages. Their tool,
XMap, dispatches probes to each constituent subnet of an IPv6
network (e.g., every /64 within a given /32 network), in order
to extract the last-hop in-path router from these ICMP packets

These methods prove effective in suitable contexts, such as
when the probing scope is confined (e.g., within a single /32
address block) or when the complete range of prefixes dele-
gated to end-user subnets is known. However, when extending
these practices of periphery discovery to broader scales, such
as the entire Internet, their strategies of exhaustively probing
every potential subnet faces significant obstacles due to the
immense breadth of the IPv6 address space. Hence, we are
thus motivated to solve this challenge.

III. PRUNING-AS-SCANNING

Pruning-as-Scanning (PaS) aims to provoke indirect re-
sponses from last-hop IPv6 periphery devices for given prefix
networks. Its core idea is to gradually identify the unused
prefixes and incrementally focus the probing efforts on those
prefixes assigned to end-user networks. As shown in Fig. 3, its
workflow can be divided into an initialization stage, followed
by active probing that proceeds in rounds. Results from one
round of probing are used to tune the probing scope of
subsequent rounds, a process called Pruning.

A. Initialization

To ensure its generalizability, Pruning-as-Scanning oper-
ates without the additional prerequisites required by other
approaches, such as seed information.

Initially, PaS employs the RIPEstat data API [30] to re-
trieve all prefixes that IANA and RIRs have allocated and
assigned directly since January 1, 1970 (Unix Time 0). They
encompasses all the IPv6 addresses potentially used by now,
denoted to IPv6 address space, which is utilized for excluding
improbable addresses so as to preliminarily reduce the search
scope (Round 0). This data are readily available, making the
experiments of PaS easily replicated by anyone.

B. Address Space Pruning

After initialization stage, the remaining address space is
still prohibitively vast, encompassing over 2115 individual
addresses as will be shown in Fig. 4. Even though we need to
probe merely once per /64 using the targets with randomized
IIDs (see § II-A and Fig. 2), the search scope among the entire
address space is still spanned to a total of 251 potential targets
(251 = 2111

264 ) at the time of writing this paper.
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RIPEstat
Data API

2001:8000::/20

IPv6 Address Space

...

2001:8000::/32

...

2001:8fff::/32

...

...

2001:8000::/32

2001:8001::/32

2001:8002::/32

...

Prefix
Length≤ 32

❷

Prefix
Length> 32

❷

ScanningÛ & Pruningô

❸

Next Round

❹

4096 constituent /32s
of 2001:8000::/20

three /32s
are remained

❶

Fig. 3: The workflow of Pruning-as-Scanning is illustrated by
Round 0 (❶), and Round 1 (❷ & ❸). Note that the prefix
2001:8000::/20 initially encompasses 212 = 4096 constituent
/32s, but after applying the pruning, only three /32s remain.
Subsequent rounds repeat the steps ❷ to ❹ until completion.
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(RIR provider-aggregatable assignment)
(Prefix rotation unit)

(End-user per-site assignment)

(Residential end-user,multi-LAN)
(End-user LAN)

Fig. 4: So far, IANA and RIRs have allocated or directly
assigned 54,161 IPv6 prefixes, ranging from /16 to /48 (after
aggregation), spanning roughly 2115 individual IPv6 addresses.

Given the massive size of the IPv6 address space, PaS will
not probe each /64 subnet in a brute-force manner. Rather, it
examines the constituent prefixes of the networks from large
to small, adhering to the hierarchical addressing principle
of IPv6 [24]. Specifically, PaS will perform active probing
iteratively. In each round, all the constituent prefixes at a
specific length (e.g., /32, /40, and so on) within the search
scope of that round will be systematically scanned. Then, the
probing results can be used, on one hand, to extract the desired
IPv6 periphery addresses from the indirect responses; on the
other hand, they will be utilized to assess the necessity for
further scanning of the specific prefixes at finer granularity,
thereby reducing the search scope of the next-round probing.

0 64 128 bits

Prefix Interface Identifier (IID)Sample Space

Fig. 5: For a probed prefix, its PaS destinations consist of: the
fixed prefix, the randomized IID, and the middle bits used for
sampling.

To facilitate the understanding of above process, we take
the practical steps in our experiments for illustration:

• Round 1. Given with n1 /32 networks in the current
search scope, PaS conducts comprehensive probing of all
/32s and reserves longer prefixes for subsequent rounds.
For each /32, we randomly select ρ1 /64s and append

random Interface Identifiers (IIDs) to generate n1×ρ1×1
target addresses, as shown in Fig. 5. We employ a ZMap-
variant scanner incorporating our unique modifications
(see § IV), to probe each target with the maximum Hop
Limit (255) and gather responses.
Why /32? It corresponds to the universally standard of
Provider Aggregatable (PA) address blocks assigned by
Regional Internet registries (RIRs) [31], for the purpose
of effective aggregation and routing, thereby minimizing
the size of the global internet routing tables and enhanc-
ing router performance, as shown in Fig. 4.

• Round 2. Using results of prior round, we eliminate those
/32s that do not necessitate the further probing (a.k.a,
redundant /32 prefixes) - a process called pruning. The
remaining /32s, along with the prefixes longer than /32
in the IPv6 addres space, form the next search scope.
Assuming n2 /40s in the defined scope, we again sample
ρ2 /64s with appending random IIDs to generate n2 ×
ρ2 × 1 targets for probing as same as prior round.
Why /40? Existing studies have shown that the domestic
networks usually allocate subscriber addresses from a
typical /40 block pool for prefix rotation [32]. This
demonstrates that sub-prefix assignments for end-users
often originate from the same /40 block (see Fig. 4).

• Round 3. Likewise, the redundant /40s would be dis-
carded, while the remaining /40s and longer prefixes
further narrow the search space. given n3 /48 network
in the next search space, we generate the random-IID
targets with ρ3 randomly-selected /64s for probing, and
then receive the indirect responses.
Why /48? It is the shortest prefix that can be allocated to
end-sites [33], the locations where users and devices es-
tablish direct connections. Ordinarily, an IPv6 periphery
devices will not maintained a endpoint subnet exceeding
/48.

• Round 4. Similarly, we would drop out those /48s
identified as redundancy, and take the remaining /48s
(w.r.t., totaling n4 /56 networks) as the inputs for the next
round. Each /56 network will be probed with ρ4 random
IID probes, consuming a total of n4×ρ4 probing packets.
Why /56? A typical residential customer should ideally
receive at least one /56 or /64 prefix from their ISP for
optimal network performance and address allocation [33].

• Round 5. At last, after elimination of irrelevant /56
prefixes, the final search space consists of the remaining
/56s. Here, we probe random-IID targets for their con-
stituent /64 networks, totaling n5, and capture the indirect
responses.

The described method cumulatively consumed a sum of n1×
ρ1+n2×ρ2+n3×ρ3+n4×ρ4+n5×1 probes, far less than the
prohibitive resource demand considered initially. Accordingly,
we will further prove that this comprehensive IPv6 scanning,
even without initial seed data like prior works [1], [2], is both
economically viable and can be completed within days.

However, the pivotal aspect of implementing the aforemen-
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tioned strategy lies in accurately assessing whether a prefix is
redundant - the exact issue we aim to tackle in the § III-C.

C. Fingerprint of Prefix

The core idea of PaS for support the search space pruning
is the fingerprints of prefixes.

Topology 1: Probes are Forwarded by A Single Router

Internet R

subnet D

subnet E

1 2

3

Probe Packets
Dst = random-IID addresses within A,B,C

Indirect Responses
Src = No.1 interface of R

Probe Packets
Dst = random-IID addresses within D or E, respectively

Indirect Responses
Src = periphery addresses within D or E, respectively

Scenario 1:
Probing the Redundant Prefixes

Scenario 2:
Probing the Assigned Prefixes

Topology 2: Probes are Forwarded by A Group of Routers

Internet LB

R1

R2

subnet D

subnet E

1

1

2

2

Load Balancing Routers

Probe Packets
Dst = random-IID addresses within A,B,C

Indirect Responses
Src = No.1 interfaces of {R1,R2}

Probe Packets
Dst = random-IID addresses within D or E, respectively

Indirect Responses
Src = periphery addresses within D or E, respectively

Scenario 1:
Probing the Redundant Prefixes

Scenario 2:
Probing the Assigned Prefixes

Fig. 6: Two typical topologies illustrate the forwarding process
of PaS’s probe packets to destination subnets in IPv6 Internet.

To facilitate the illustration of this concept, let’s consider a
typical IPv6 forwarding model, i.e., the topology 1 in Fig. 6.
This topology comprises the global Internet, two distinct
subnets (denoted to D and E), and the routing device that
establishes the connectivity between them: we assume that,
without loss of generality, the probes destined for network-
s/prefixes A,B,C,D, and E were routed to router R (or
alternatively, to the router group {R1, R2} caused by the load
balancer illustrated by topology 2 in Fig. 6) via the Internet.
These routers can forward the corresponding probe packets
to the subnets of D and E. However, The probe packets
destinated for networks A,B,C cannot be routed because their
prefixes are not yet assigned to the real-world subnets. As a
result, the vantage point of our PaS will receive the indirect
responses from the perphery devices within subnets D and E,
as well as from No.1 interfaces of those routers [27].

Intuitively, subsequent probing efforts should focus on net-
works/prefixes D and E, given that they are already assigned
the real-world subnets where the desired IPv6 peripheries
likely reside. In contrast, persistently probing the prefixes A,
B and C would be futile. We are thus motivated to remove
those redundant prefixes early.

It can be readily noticed that probing the redundant prefixes
(e.g., A,B,C) will merely elicit responses from the interme-
diate router R or router group {R1, R2}, making the indirect
responses homogeneous. That is, these responses typically
share the identical source addresses (w.r.t., topology 1) or
groups of source addresses (w.r.t., topology 2). Conversely,
for a prefix assigned to the real-world subnet, its indirect
responses would showcase the source addresses significantly
different from those of other prefixes. In essence, the collection
of source addresses in indirect responses from sufficient probe
packets can act as a distinctive identifier for a prefix, or in
a simpler term, its fingerprint. Therefore, the basic insight
utilized by PaS for removal of redundant prefixes is shown
as follows:

Observation 3: Prefixes that share the identical fingerprint
with others should be considered redundant, thereby excluded
from the subsequent probing.

Accordingly, the algorithm for the process of eliminating re-
dundant prefixes can be strategically summarized in Alg. 1. In
a nutshell, prefixes displaying unique fingerprints warrant the
next-round probing. For example, the fingerprints of prefixes
D and E each occur only once throughout, whereas A, B, and
C share an identical fingerprint and are therefore removed.

Algorithm 1 Redundant Prefix Elimination (Pruning)

Require: M , the ⟨probing prefix, source addresses⟩ pairs of
indirect responses; P , set of probing prefixes.

Ensure: prefixes N remained for next-round probing
1: initialize the fingerprint fp ← ∅,∀p ∈ P
2: for p, s ∈M do
3: fp ← fp ∪ {s} # building fingerprint for each prefix
4: end for
5: initialize the frequency fp.freq ← 0,∀p ∈ P
6: for p ∈ P do
7: fp.freq ← fp.freq + 1 # calculating the frequency for

each fingerprint
8: end for
9: N = ∅

10: for p ∈ P do
11: if fp.freq = 1 then
12: N ← N∪{p} # remaining the unique-fingerprint prefixes
13: end if
14: end for

D. How many probes are sufficient?

A critical concern that remains unsolved is how many probes
are sufficient for probing a prefix? Thoroughly examining each
/64 subnet within a prefix can indeed provide answers, but
this approach would not lead to any reduction in probing
redundancy. Rather, we opt to sample a few /64 subnets within
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each prefix in order to infer its fingerprint. The following
method is utilized to determine the quantity of probing packets
sent to a prefix, balancing accuracy and efficiency.

To prevent wasteful practices on IPv6 address resources,
the prefixes in use should have high HD-ratio4 [34]. For the
prefix of a length 56 − l (e.g., l = 0 for a /56) and a
HD-ratio γ, we can calculate the number of /56s (efficiency

measurement unit) using n = 2γl, where γ =
log n

log 2l
≤ 1. The

likelihood that an arbitrarily-selected address falls within these

assigned endpoint subnets is denoted by σ =
n

2l
=

1

2(1−γ)l
.

Should we aim to randomly sample k targets to deduce the
fingerprint of this prefix, there’s a worst-case scenario where
all our probes are dispatched to the unassigned portion of
the address space. The probability of this happening is given
by (1 − σ)k, which needs to be less than a predetermined
threshold: (1 − σ)k < e−θ. Thus, the number of probes

k must satisfy k >
− θ

ln(1− σ)
. Direct computation here

poses a challenge, thus we approximate the ln(1 − σ) using

ln(1 − σ) = −
∑∞

i=1
xi

i , leading to k >
θ

σ + σ2

2 + σ3

3 + · · ·
.

For simplification, we adopt k =
θ

σ
to meet above requirement,

thus deriving that k = θ(2(1−γ))l.
According to standard for IPv6 address allocation where

the HD Ratio threshold based on /56 assignments shifts
from 0.8 to 0.94 [31], we have conservatively set γ at 0.75
to ensure sufficient probing. Details on the probe quantity
for scanning a specific prefix size are provided in Tab. I.
Furthermore, We will demonstrate that this probe allocation
strategy effectively balances efficiency with reduced probing
omissions (see § V-C).

TABLE I: Number of Probes at Prefix Sizes

Prefix Size /32 /40 /48 /56 /64
Number of Probes 64θ 16θ 4θ θ 1

IV. THE NEW IPV6 SCANNER

Currently, there is not yet a tool designed for scanning
the Internet-wide IPv6 peripheries. To address this gap, we
introduce an new IPv6 scanner meticulously redeveloped from
the foundations of ZMap [22] and XMap [2]. It has been
enhanced with following innovative modules.

The first packet generation module: 1) populates the Inter-
face Identifiers of destination addresses with random bits to
provoke indirect responses from last-hop routers (peripheries),
and 2) modifies the IPv6 traffic class, flow label, and ICMPv6

4The host-density ratio (HD-Ratio) measures overall IPv6 address utiliza-
tion efficiency for a given prefix, which can be calculated as:

HD-ratio =
log number of allocate objects

log maximum number of allocatable objects

where objects are IPv6 site addresses assigned on a given size (typically /56).
HD-ratio is widely adopted as the threshold for justifying the allocation of
additional address space.

checksum field for each probe packet to maximize engagement
with the load balancing router’s multipath functionality [35].
By doing so, our PaS probes can reach more topologies and
routes, enhancing the precision of prefix fingerprinting.

The second traffic dispersion module is uniquely capable of
effectively spreading its probing traffic across the entire IPv6
address space, distinguishing it from prior tools like XMap,
which can only permute the address space of one individual
IPv6 prefix.

This scanner is fully compatible with UNIX-like platforms,
and has been deployed in the real-world experiments. More
details of its implementation will be disclosed in our future
works.

V. REAL-WORLD EVALUATION

In May 2024, we deployed Pruning-as-Scanning from a
well-connected server located in Canada, equipped with 8 CPU
cores and 32 GB of RAM. Utilizing an uplink rate of 50
kpps, we dispatched approximately 33 billion probes, thereby
achieving a thorough measurement of the global IPv6 network
peripheries.

A. Global Measurement Metadata

We specifically disclose our experimental raw data to en-
hance credibility.

To minimize the error probability e−θ of misclassifying
a prefix as redundant, the parameter was set to θ = 16
throughout the measurements. As a result, we allocated a
varying number of probes to the prefixes of different lengths:
1024 probes for a /32, 256 probes for a /40, 64 probes for a
/48, 16 probes for a /56, and one probes for a /64, consistent
with Tab. I.

TABLE II: Raw Results of Pruning-as-Scanning in Rounds

Round Consumed
Probes

Probing
Prefixes

Indirect
Responses

UF∗

Prefixes
Periphery
Addresses

1 (/32) 537.4 M 524.8 k 7579.6 k 7.4 k 43.9 k
2 (/40) 498.3 M 1946.6 k 128.8 M 59.7 k 1111.7 k
3 (/48) 979.6 M 15.3 M 224.9 M 2692.5 k 10.9 M
4 (/56) 11028.5 M 689.3 M 7984.9 M 78.6 M 319.9 M
5 (/64) 20128.6 M 20128.7 M 7783.6 M - 442.4 M
∗: Unique-Fingerprint

The raw results from each round of measurement are
presented in Tab. II. Specifically, we initialize the entire IPv6
address space using 54,161 individual IPv6 prefixes (after
aggregation) obtained from the RIPEstat API, with their prefix
lengths distributed as illustrated in Fig. 4. From this, we
extracted a total of 524,845 /32 prefixes.

In Round 1, we utilized 537,441,280 probes (524,845
×1024) to measure the fingerprints of the /32s. This effort
yielded 7,579,589 indirect responses (ICMPv6 error messages)
and identified 43,911 unique last-hop addresses (IPv6 pe-
riphery addresses). From these results, we determined that
7,426 /32s, which were then selected for the next round of
measurements, had unique fingerprints.

In Round 2, a total of 498,340,096 probes (1,946,641 ×256)
were used to probe all /40s. It is noteworthy that the /40
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prefixes investigated exceeded the number of constituent /40s
derived from /32 prefixes in the previous round. Because we
additionally incorporated the prefixes ranging from /33 to
/40 across the entire IPv6 address space. Consequently, this
round produced 128,835,349 indirect responses and identified
1,111,696 IPv6 periphery addresses. Following our algorithm,
we successfully identified 59,671 /40 prefixes with unique
fingerprints.

Similarly, a total of 979,695,232 probes of Round 3 had
been sent to 15,307,738 /48 prefixes, directing 64 probes
at each. This measurement obtained 224,991,126 indirect
responses, from which we extracted 10,854,249 IPv6 periphery
addresses. Moreover, a substantial number of these, precisely
2,692,516 /48 prefixes, were verified as possessing unique
fingerprints. Following this, 689,282,560 constituent /56s were
derived from those unique-fingerprint /48s and used for further
probing with 11,028,520,960 probe packets (689,282,560 ×16)
in Round 4. As a result, 7,984,997,530 indirect responses were
captured, from which we isolated 319,948,597 IPv6 periphery
addresses and comfirmed 78,637,440 unique-fingerprint /56s.

In last round (Round 5), we exhaustively scanned ev-
ery /64 subnet of those unique-fingerprint /56s with a to-
tal of 20,128,698,639 probes. This effort eventually pro-
duced 7,783,686,619 indirect responses and 442,354,713
IPv6 periphery addresses. With the /64 addressing boundary
reached [24], [25], further investigation into smaller subnets is
unnecessary, eliminating the need to probe /64s with unique
fingerprints for finer granularity.

In summary, utilizing Pruning-as-Scanning, the measure-
ment campaign sent a total of 33,172,696,207 probe pack-
ets over 200 hours, ultimately identifying an unprecedented
712,126,848 unique IPv6 periphery addresses worldwide.

B. Performance Comparison

Given the absence of establishe approaches for Internet-
wide IPv6 periphery discovery, comparing performance with
our PaS lacks a clear baseline. As such, We naturally use
the scanning of random /64 subnets as the only baseline
method for global-scale measurement. Furthermore, to address
potential concerns about the fairness of those related but
not globally scalable approaches, we also reproduce their
experiments using the original setups. This is, however, for
reference purposes only.

The details of the comparison experiments are shown below,
all at an uplink of 50k packets per second (pps):

• Global-scale Baseline. We used the same 33.17 billion
probes as PaS during random periphery scanning of the
entire IPv6 address space. This baseline resulted in 1.02
billion indirect responses but only 1.16 million unique
periphery addresses.

• Scale-limited Approach: XMap. We replicated XMap’s
probing campaign within 15 IPv6 blocks as described in
its original paper [2]. This effort utilized 64.42 billion
probes, yielding 29.46 billion indirect responses, from
which we extracted 52.47 million unique periphery ad-
dresses.

• Scale-limited Approach: Edgy. Edgy requires BGP-
informed and hitlist-informed seeds to function effec-
tively [1]. We integrated these data sets to reproduce
Edgy’s experiments. As the traceroute-like tool Yarrp
adopted by Edgy will provides indirect responses from
both last-hop devices and intermediate routers, the ratio
of indirect responses to consumed probes are relatively
higher. As a result, Edgy’s entire measurement consumed
13.48 billion probes, received 5.80 billion indirect re-
sponses, and identified 64.61 million unique last-hop
addresses (IPv6 network peripheries).

To sum up, PaS clearly outperforms all the approaches in
comparison, as shown in Tab. III: Despite these established
methods having the head-start advantages with the aid of
prior knowledge, such as known IPv6 blocks for XMap or
seed datasets for Edgy, they fall significantly short in real-
world performance compared to our PaS method. In particular,
PaS can identify approximately 11× more IPv6 periphery
addresses than the scale-limited state-of-the-art method (Edgy)
and further offer more than 600× improvement over the
baseline in global-scale measurements.

TABLE III: Performance Comparison of PaS and Baselines

Approach Scale Probes Indirect Responses Periphery Addresses

PaS Global 33.17B 16.13B 712.12M
Random Global 33.17B 1.02B 1.16M
XMap Limited 64.42B 29.46B 52.47M
Edgy Limited 13.48B 5.80B 64.61M

C. How Many of Missed IPv6 Peripheries in Pruning?

To answer this question, we arbitrarily selected a number of
discarded prefixes at various granularities (i.e., 10 redundant
/32s, 100 redundant /40s, and 1000 redundant /48s) and
performing brute-force scans of each /64 subnet to identify
new (i.e., potentially missed) IPv6 periphery addresses. This
practice is taken for two reasons: first, exhaustively scan-
ning every /64 subnet within the entire IPv6 address space
to establish a concrete ground truth is impractical; second,
we have previously established a theoretical error boundary
for misclassifying a prefix as redundant. The limited-scale
experiments are sufficient to cross-validate our theory.

The results are succinctly summarized as follows: no addi-
tional periphery addresses were found in the brute-force scan
of discarded /32 and /40 prefixes, and those never-before-seen
IPv6 periphery addresses were merely extracted from indirect
responses of few (< 5) discarded /48 prefixes. Given the
prevalent prefix rotation in the IPv6 Internet [9], [32], [36],
we believe this is more likely due to address reassignment
rather than an omission in the pruning process. Therefore, the
missed IPv6 periphery addresses are expected to be negligible
in pruning.

D. How Does PaS Enrich the IPv6 Corpus?

The discoveries made by PaS have not only broadened the
IPv6 address corpus but have also significantly enhanced our
IPv6 insights. To showcase these advancements, we metic-
ulously compared PaS’s findings on the following metrics,
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with existing publicly accessible IPv6 address data, including
the HMap6 dataset [37], the AddrMiner dataset [38], and the
IPv6 Hitlist Service [39] (abbreviated as Hitlist). All of these
datasets were gathered using TGA-based approaches.

1) Address Space Coverage [+]: As per convention [21],
[40], we utilize the number of /64 and /80 segments involved
by PaS’s discoveries and other datasets as the metric for
comprehensive evaluation of their IPv6 address space cover-
age. As shown in Tab. V, PaS’s IPv6 (periphery) addresses
encompass about 561 million /64s and 681 million /80s,
which are respectively ≈ 42× and ≈ 43× of the state-of-
the-art works (IPv6 Hitlist Service). This demonstrates the
exceptional capacity of PaS to achieve both breadth (coverage
of networks) and depth (quality of individual addresses) in
IPv6 measurements.

PaS’s comparative advancement stems from the inherent
limitations of TGA-based approaches, i.e., they can hardly
discover IPv6 addresses with patterns that differ from known
seeds, as have explained in Fig. 1. While some techniques at-
tempt to borrow patterns from known seeds to explore seedless
IPv6 regions, they remain constrained by this foundation.

2) Valid Autonomous Systems [+]: The number of involved
Autonomous Systems (ASes) is crucial for evaluating the
quality of IPv6 address sets. However, using the absolute
number of ASes may inflate performance estimates due to
extremely uneven distribution of IPv6 addresses. For example,
AddrMiner dataset appears to encompass 21,904 ASes, but
88.28% of its IPv6 addresses originate from its Top-1 AS.
Additionally, 9,674 ASes have < 5 addresses each.

To mitigate this potential distortion in performance eval-
uation, it is imperative to exclude those invalid autonomous
systems. Naturally an AS can be considered valid only if it
hosts a sufficient number of addresses, empirically defined
as ≥ 1000. Consequently, results show that PaS’s discoveries
encompassed the highest number of valid ASes, at 1170. In
comparison, 766 and 523 valid ASes were identified in HMap6
dataset and IPv6 Hitlist, respectively, with AddrMiner dataset
featuring the lowest with only 255 valid ASes.

Tab. VI provides the Top-10 ASes associated with each
address sets. Notably, AddrMiner dataset is predominantly
concentrated within a single autonomous system, with 88.29%
of addresses residing in AS16509. This pronounced homo-
geneity in AS distribution compromises the dataset’s quality.
In contrast, a volume of addresses discovered by PaS are
evenly distributed across various ASes, including many not
covered by existing address datasets (e.g., Comcast Cable
Communications, an American telecommunications company).

TABLE IV: Typical IPv6 Address IID Categories
Category IID Examples Comments

EUI64 0250:56ff:fe89:49be embed MAC address 00:50:56:89:49:be
and then flip 7th bit

Embed-IPv4 0012:0122:0126:0072 embed IPv4 address
12.122.126.72

Low-byte 0000:0000:0000:f1b7 all zeros except the lower bytes
Pattern-bytes 0021:2222:0001:0001 more than two bytes of zeros
Randomized 10de:51e8:eb66:7583 pseudorandom

3) EUI-64 Addresses [+]: The lower 64 bits of an IPv6
address constitute the Interface Identifier (IID), and an EUI-
64 address incorporates a 64-bit Extended Unique Identifier
(EUI-64) derived from the Media Access Control (MAC)
address of the network interface card (NIC). Analyzing the
IID of IPv6 addresses and quickly collecting EUI-64 addresses
play a crucial role in revealing security risks and privacy
concerns [9], [10], [36], [41].

Drawing from previous practices [20], [40], we categorized
IPv6 addresses into five typical groups based on their Interface
Identifiers (IIDs) : EUI-64, Embedded-IPv4, Low-byte, Byte-
pattern, and Random as shown in Tab. IV. Although certain
datasets can provide the specific types of IPv6 addresses, such
as AddrMiner’s with Random IID and HMap6’s with Low-
byte IID, none encompass the entire spectrum of IPv6 IID
categories, particularly lacking in EUI-64 addresses, as shown
in Fig. 7.

In a notable contrast, the dataset from PaS showcases a
comprehensive collection of IPv6 addresses across all IID
types, including 53 million with Embedded-IPv4 IIDs, 18
million with Low-byte IIDs, 82 million with Byte-pattern
IIDs, and 342 million with random IIDs. Most significantly,
it contains 214 million EUI-64 addresses, accounting for 30%
of its findings. This quantity surpasses the aggregate of IPv6
addresses in the datasets we compared it to, thus significantly
enriching our IPv6 corpus with its diversity and volume.

4) Aliased Addresses [–]: It’s crucial to promptly eliminate
the aliased address in IPv6 measurements. Probing within
an aliased IPv6 prefix5 generates disproportionately high re-
sponses, appearing as though they come from a volume of
devices when, in fact, they originate from a single host.
This significantly distorts the results from the ground truth.
Fortunately, PaS collects only indirect responses during prob-
ing, effectively excluding aliased addresses from the results.
In contrast, probing an aliased prefix typically receives a
direct response from the destinations. Therefore, TGA-based
approaches, which focus on extracting sources of direct re-
sponses, are more susceptible to aliased prefixes.

Experimental results support the above illustration: Using
publicly available aliased and non-aliased prefixes, we found
that < 0.01% of PaS’s discoveries are suspected to be aliased
addresses. In comparison, the Hitlist [39] shows a ratio of
0.06%, and HMap6 dataset [37] show an increase to 0.96%.
Surprisingly, 24.25% of AddrMiner data [38] are identified as
aliased addresses, meaning a quarter of its results should have
been excluded. This highlights the skewing effects of aliased
prefixes on IPv6 measurement and further demonstrates that
our PaS not only provides more IPv6 addresses but also
maintains a remarkably low alias rate.

VI. FUTURE WORKS AND ETHICAL CONSIDERATIONS

Admittedly, there are still some limitations of our work
while the global-scale IPv6 network periphery scan was ac-

5An IPv6 prefix, under which every IP address replies to queries, commonly
used in CDNs [18].
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Address
Dataset

IPv6 Address Space Coverage Valid
ASes

EUI-64 Addresses Aliased Addresses
Addresses /64s /80s Number Ratio Num Ratio

PaS 712,126,848 561,609,635 681,632,549 1170 214,543,742 30.12% 36,271 < 0.01%
HMap6∗ 42,433,279 7,659,590 8,065,717 523 579,609 1.36% 411,368 0.96%

AddrMiner∗ 74,348,374 4,257,745 5,786,815 255 946,104 1.27% 18,031,066 24.25%
Hitlist∗ 24,508,023 13,285,750 16,182,869 766 1,687,538 6.88% 13,556 0.06%

*: Datasets are acquired on May 31, 2024.

TABLE V: Overall Comparison of Pruning-as-Scanning with Existing IPv6 Address Datasets

PaS Autonomous System Name - Country Ratio
AS55836 Reliance Jio Infocomm Limited - India 21.12%
AS45609 Bharti Airtel Ltd. - India 13.22%
AS9808 CMCC - China 12.86%
AS7922 Comcast - United States 7.07%
AS4134 China Telecom Backbone - China 5.22%

AS38266 Vodafone Idea Ltd - India 3.39%
AS4837 China Unicom Backbone - China 2.34%

AS45271 Idea Cellular Limited - India 2.09%
AS131445 Advance Wireless Network - Thailand 2.08%

AS24445 CMCC (Henan) - China 1.90%

HMap6 Autonomous System Name - Country Ratio
AS60781 LeaseWeb Netherlands B.V. - Netherlands 13.37%
AS18779 EGIHosting - United States 6.59%
AS30633 LeaseWeb USA, Inc. - United States 5.43%
AS46723 Unlabeled LLC - United States 2.58%
AS34665 Petersburg Internet Network ltd. - Russia 2.39%

AS400522 Rootcloud LLC - United States 2.37%
AS29632 Netassist Limited - Gibraltar 2.09%

AS398559 Tunbroker LLC - United States 1.93%
AS57043 HOSTKEY B.V. - Netherlands 1.82%

AS399975 TFIRE - United States 1.79%

AddrMiner Autonomous System Name - Country Ratio
AS16509 Amazon.com, Inc. - United States 88.29%
AS12322 Free SAS - France 2.15%
AS36183 Akamai Technologies, Inc. - United States 0.81%
AS20940 Akamai International B.V. - Netherlands 0.52%
AS36492 Google, LLC - United States 0.42%
AS13335 Cloudflare, Inc. - United States 0.35%
AS14061 DigitalOcean, LLC - United States 0.31%
AS20773 Host Europe GmbH - Germany 0.25%
AS3320 Deutsche Telekom AG - Germany 0.23%

AS63949 Akamai Connected Cloud - Global 0.21%

Hitlist Autonomous System Name - Country Ratio
AS13335 Cloudflare, Inc. - United States 14.39%
AS12322 Free SAS - France 9.84%
AS45609 Bharti Airtel Ltd. - India 4.65%
AS47583 Hostinger International Limited - Cyprus 4.09%
AS55836 Reliance Jio Infocomm Limited - India 2.80%
AS5607 SKY UK Limited - United Kingdom 2.46%

AS17676 SoftBank Corp. - Japan 1.71%
AS4134 China Telecom Backbone - China 1.49%

AS44812 IP SERVER LLC - Russian Federation 1.44%
AS7738 Vı́tal - Brazil 1.43%

TABLE VI: Top 10 Autonomous Systems on the IPv6 Address Datasets. Note that
majority of the AddrMiner addresses are located in the AS16509.

PaS HMap6 AddrMiner Hitlist
0

50M

100M

150M

200M

250M

300M
■ EUI-64
■ Embed-IPv4
■ Low-byte
■ Byte-pattern
■ Random

Fig. 7: Address Categorization with Typ-
ical IIDs on IPv6 Address Datasets.

complished. We look forward to improving it in the future
from following aspects:

• Reducing RAM Footprint. The PaS itself does not
inherently require a large RAM footprint. However, the
current prefix identification algorithm, although effective,
demands substantial RAM for storing fingerprints, due
to its reliance on simplicity and counter-based tracking.
Future efforts will focus on integrating more efficient
data structures, like hash tables and bitmaps, to decrease
memory overhead.

• Broadening Probing Protocols. We implement the PaS
method using the ICMPv6 Echo Request protocol, similar
to ping. Our method focus on indirect responses (ICMPv6
error messages) rather than on the probe protocol itself,
allowing us to explore how various protocols, like TCP-
SYN or UDP, affect efficiency in future.

• Enhancing Security Analysis. Given the IPv6 network
periphery’s potential to host critical network assets, the
scarcity of comprehensive security research in this area
motivates us to bridge this knowledge gap.

Adhering to ethical Internet use, we have incorporated the
following ethical considerations in our measurements:

• Self-restraint. We limited the probing rate to an uplink
bandwidth of 50 kpps throughout, as agreed with our
VPS providers. We probe each /64 prefix once only in a
random sequence to minimize network impact.

• Complaint Handling. Network administrators seeking
privacy can easily contact us via the email addresses listed
in the WHOIS database or the reverse DNS records. We
have promptly excluded network entities within at least
five ASes from our results upon receiving complaints.

• Responsible Data Disclosure. We will release the
unique-fingerprint /32, /40, and /48 prefixes identified
by Pruning-as-Scanning. However, in order to prevent
the cybercriminal abuse, the finer-grained prefixes and
periphery addresses will not be made public to the
community.

VII. CONCLUSION

This paper introduces an innovative approach, Pruning-as-
Scanning (PaS), which is the first to efficiently and thoroughly
discover IPv6 periphery addresses on an Internet-wide scale
with negligible omissions. PaS pioneeringly leverages the
fingerprints of prefixes to significantly narrow the search
scope during IPv6 scanning, unlike existing methods that
require a priori information such as seed datasets. Moreover,
we have implemented an asynchronous scanner prototype
based on PaS’s principle. Real-world tests demonstrated that
our approach outperformed all baseline methods in terms of
probing scale (from limited to global) and the sheer volume of
periphery addresses (from seed-assisted 64M to self-supported
712M). Furthermore, the discoveries made by PaS remarkably
enrich the IPv6 corpus, filling various gaps that existing IPv6
address datasets exhibit.
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